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<r - ' Reference iVmade t$ “the’ a^iadhsd proposed physical security 7^ 
projects dated 2 January 1918* . .. 7'^. 


The projects sot 


forth fell djUfcto *i* goners! categories and 


should bo considered from the prflLoritar atand^Uhtr in category groups, 

v ■ ■■■■■’ 1 ..• ' » - ■■ x7 ■ ' ; '.vv-iv 

' 3, ’first priority should item No. 6, the Disaster 

Plan* It ir suggested that this plan bp ptft into active operation with 
test drille in order that ell emplcyaes **y know their responsibilities 
under the plan and to determine whether they* are any adjustments 
necessary on the overall plan based on actual test operations* 

?h« PBA guards play an important pert in this plan and their 
participation must be kept on a eftrren* basis in view of the frequent 
shifting of personnel within the CIA guard group. The mediocre caliber 
cf guard personnel make® it necessary that the guards be thoroughly In- 
doctrinated and instructed as to their duties under this plan. In this 
category. Sections 09 1 #1# #7 and £22 are In direct relationship. It is 
felt that negotiations for better type guards should be pressed in order 
that higher caliber guards may be detained, indoctrinated and the Instruc- 
tions on building control regulations, under which they operate, should be 
clearly specified and established* 

U. Second priority should be given to internal security controls 
designed to tighten up the internal derations. In this bategory there Is 
a direct relationship of section #2 • Security Survey of Offices, #13 - 
Classified Waste Disposal, #15 - Investigation and Study of Special Security 
Problem®, #1? ♦ Survey and Study of Duplicating Control* and section #20 - 
Intensification of Efforts to Detect teas Qbvieua Security Violations. 

Each project in a manner is a compliment of tbs other and all are aimed at 
establishment of strict internal procedures to determine that they are being 
properly carried cut and the detection ef violations. Frequent surveys of 
this nature ea e continuing basis wiU point out to all personnel the neoesei- 
ty of performing their routine functions in a security manner and will locate 
f and correct those violations of the eeott^ty fegolatlens which ooeur through 

: ignorance, lack of administrative aupbrviCiOh,? or deliberate action. 

‘ . ■ ' . : . > 

$, Third priority should be given to section #8 and #11 concerning 
Visitor Control Surveys and Special Indoctrination and Training of Reception- 
lets. These two projects are complimentary and supplement categories 1 and 2. 
The visitor control problem and work of receptionists appears to have been 
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designed to achieve uniformity of procedures and security of operation* and 
can probably be performed a* a joint survey* 

5. Fourth priority should be given to eootion #3 and #12, Indoc- 
trination Program, CIA and Special iMootrination Staff Duty Officers, The 
indoctrination jrogrsa is one of loss range planning and should consist of 
periodic indoctrination of all personnel with « view to 

a* Acquainting personnel with ohangea in security polioy 
and operation* occur lag since the last indoctrination. 

b. Head nder to all perocnnel of their security responsibilities. 

tn view of the high caliber of personnel of CIA and their 
manifest interest in maintaining security of operations* the 
indoctrination program should be af an advanced* mature nature. 

It is believed that this can best be achieved by uas of two or 
three speakers on different phases of security together with 
utilisation of visual fids end prsotlcsl demonstrations • The 
program for each class should not excefid one-half hour and 
should contain that material which would be of interest to ell 
personnel in maintaining security of operations. 

7* the fifth category consists largely of organisation of the 
..fbysical Security Division end mast be carried out in connection with the 
above projects if the program is to ba effective* The projects would con- 
sist of section i$ - Fhyeleal Security Planning and Studies, #lli - Reorgani- 
sation of Physical Security Control Record* and Files* #18 «* Preparation of 
Administrative Instructions* #19 - Develop and Perfect the Security Officer 
Organisation* 

8, The remaining projects ere important from s long range stand- 
point or as immediate problems develop within the respective operations* 

These projects would bo section#!* • Monitoring of Telephones, which would 
be concerned in the detection of violations through telephone conversations 
and would be a direct supplement to the Investigations Division in covering 
activities of suspected personnel* 
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Section # 21 - Classification Review Program Is one of long 
range planning and will be of a continuing nature. 

Section # 16 - Meetings with Atomic Energy Security Peraqnad, 
win be of interest as mutual problems arise concerning the two organisations. 

9, The projects outlined above ore of considerable scope end are 
vital to any strong security program* The full implementation of theee 
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promote will require auffldent personnelto be effaotiroly carried out 
end can only be operative on the basic of epnetant checking and ra-eurvoy. 
All o f the projects sake up the total security picture and a breakdown in 
any phase of security control jeopardise* the entire security picture* 

The effective operation of the prcgraa, as stated above* will be largely 
determined by an adequate number of eeefflttty officer* to enintain the 
program on a currant aotiwe basis* 
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